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» The undertaking should establish whether an arrangement with a cloud service provider falls
under the definition of outsourcing pursuant to the Solvency Il Directive.

* Avtale om rett til bruk av programvare, plattform og/eller infrastruktur (IKT-systemer og -tjenester) som
driftes av oppdragstaker pa oppdragstakerens servere, anses som utkontraktering av foretakets IKT-
virksomhet. Som eksempler pa dette nevnes:

* laaS — (Infrastructure as a Service)
* PaaS — (Platform as a Service)
* SaaS - (Software as a Service)

Bruk av laa$, PaaS eller SaaS innebeerer at foretaket ogsa utkontrakterer driften, behandlingen og/eller
oppbevaringen av data som registreres i forbindelse med bruken av slike programvarer og tjenester.
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Guideline 2 - General principles of governance for cloud outsourcing

« Without prejudice to Article 274(3) of the Delegated Regulation, the undertaking's
administrative, management or supervisory body (“AMSB”) should ensure that any
decision to outsource critical or important operational functions or activities to cloud
service providers is based on a thorough risk assessment, including all relevant risks
implied by the arrangement such as

information and communication technology (“ICT"),

business continuity,

legal and compliance,

concentration,

other operational risks,

and risks associated to the data migration and/or the implementation phase, where applicable.
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Guideline 3 Update of the outsourcing written policy
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Guideline 4 - Written notification to the supervisory authority

WRITTEN
NOTIFICATION
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Behandling og melding av IKT-utkontraktering
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Rundskriv: Veiledning om
utkontraktering

Kapittel  Innhold
Innledning
Vurderinger som ma gjennomfares far utkontraktering
Om utkontraktering
Begrensninger i hwilke oppgave
\urdering av oppdragstaker

Utkontrakteringsavtalen
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Guideline 5 - Documentation requirements
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Guideline 5 - Documentation requirements
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Guideline 6 - Pre-outsourcing analysis
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Guideline 7 - Assessment of critical or important operational
functions and activities

: MODERATE

12 FINANSTILSYNET



Guideline 8 - Risk assessment of cloud service
provider
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Guideline 9 - bue diligence on cloud service provider
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Guideline 10 - Contractual requirements

15 FINANSTILSYNET



Guideline 11 - Access and audit rights
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12 - Security of data and systems
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Guideline 13 - Sub-outsourcing of critical or important
operational functions or activities
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Guideline 14 - Monitoring and oversight of cloud
outsourcing arrangements
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Guideline 15 - Termination rights and exit strategies
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Guideline 16 - Supervision of cloud outsourcing arrangements by

supervisory authorities
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