Brukerveiledning — hvordan apne kryptert e-post fra Finanstilsynet:

Nar man mottar en e-post fra Finanstilsynet som er kryptert med var Ironport/Cisco
krypteringslgsning vil den se slik ut:

krypter: Oversender herved viktig informasjon
Test Tastesen| Tost. Testesan § fipansdiymetne |
:'_F,' Det kan hende du ikke kisnrertil denne avsenderen. Med som sikkar | Merk som usilkdcer
L7. januar 2008 -18:02:35
F=begtberu kar@hatmailcom [ R-teptbrubkar@hotmail.com)

¥ securedoc...htmi [105,5 ka) " @

fou hawve received a Secure message

¥ yeu have concerns shout the vahday of this message, contact the sandar directly.
To ratrieve your ancrypted message, follaw these steps:
1. Chicle the attschment, securedoc.himl.

You will b2 prompied to open (wiEw) the e or save (download) & to your computer, For best results, sawe the file first,
then open it in a Web browser,

2. Ervter wour passwond.
W weu are o first tims wpar, you wil be asked to register first.

Hzbile devics usarss forward g maseage o mokde D res. cgco.com. You will ba emamilad » link whans yeu can entar your
passward and view tha gaiure amad messace,

For help epermg securadec.html, sae hitps//res.csco.comwebsalahalpMepic=ReagEnvalopa,

Selve meldingen er i vedlegget (securedoc.html), klikk for a apne. Hvis dette er fgrste gang
man mottar en slik e-post ma man registrere seg for man kan apne meldingen. Klikk derfor pa
"REGISTER”.

lllllllll
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Test Testesen

From:
<Test.Testesen@finanstilsynet.no>

To: kt-testbruker@hotmail.com

Subject: !(rypter: l;h.fersen der herved viktig
informasjon

To open this message, first click the button to REGISTER
register. After registering, come back to continue

opening the message.

Select a different address

alialn
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Man kommer da til et registreringsvindu. Legg merke til at e-post adressen allerede er fylt ut.
Fyll inn fornavn, etternavn og passord, og eventuelt “Personal Security Phrase”.



Slik ser registreringsvinduet ut:

vl
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| NEW USER REGISTRATION

* = required field

Email Address fttestbruker@hotmail.com

First Name* FT

Last Name* Testbruker

Password*® SEEEEEE Enter & minimum of & cha_r:actsrs or numbers,
Passwords are case-sensitive,

Confirm Password*® ssssses

Enter a short phrase that only you will know. This
phrase will appear on message envelopes when
yeu log in. When you see your phrase, you know
wvou are logging in to our secure site,

Personal Security Fhrase Sikkert som banken

Remember me on this computer.

:Registe;i

Cisco Registered Envelope Service

Nar man har fylt ut informasjonen og trykket “Register” far man opp fglgende melding:

st
CISCO

| NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope
Service account. To complete your registration,
please activate your account.

How to Activate Your Account

Check Your Email
You will soon receive an email message at: k-

testbruker@hotmail.com. Follow the instructions in
the email to activate your account.

To exit this page, close your browser window.

Det sendes da en ny e-post til din registrerte e-post adresse. Nar man mottar denne e-posten
ma man klikke pa linken “’confirm this email address” for & aktivere kontoen.



Please activate the new secure email account, FT-testbruker@hotmail.com
donotreply@res.cisco.com
@ Det kan hende du ikke kjenner til denne avsenderen. Merk som sikker | Merk som usikiker
17. januar 2008 18:07:59
fttestbruker@hotrail .com

Activation

Dear FT Testbruker,

Thank yeu for registering with the Ciseo R d | Service, To lete youwr r

ion, wou must eenfirm your intent to registar,
CONFIRM ACCOUNT

Plaasa confirm your acceptance of the Terms of Sarvice and your intent to register by elicking ta confirm this email address or copy and pasts the URL
https://res. cicco.com/websafe/activate and enter this confirmation number: Seas295c28fbaga7f000001f4435630

1f you wish to cancel the registration process, cancel this account or copy and paste the URL https://res.cisco.com/websafe/cancelActivation and enter the
eancellation numbar: Jeaa205e2fafbBBETIOD0001f4435630

IMPORTANT
Ta help keap your parsonal infarmation safe, Ciscs recammends that you rever give yeur CRES password to anyone, including Ciseo amployess.

Welcome to CRES!

Ta know more about the Cisco Registered Envelope Service, see hitps://res.cisco.com/websale/abaut.
Terms of Service: /i re: Lo/t f
Privacy Policy: ht

termsCService

Nar kontoen er aktivert far man opp fglgende melding:
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EMAIL ADDRESS CONFIRMED

You have activated the account for kt-
testbruker@hotmail.com. Registration for this email
address is now complete. To exit this page, close
your browser window.

Na er man ferdig med forstegangsregistrering. Da kan man ga tilbake til den opprinnelige e-
posten (e-posten som var kryptert, se fgrste bilde), og apne vedlegget pa nytt
(securedoc.html). Man far da opp fglgende bilde:

TImir
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From: Test Testesen
Test. Testesen@finanstilsynet.no

To: ft-testbruker@hotmail.com

Subject: krypter: Oversender herved viktig Personal Security Phrase
informasjon Your personal phrase is

not enabled on this

Password: machine.
Forgot password? Mare infg

[[]Remember me on this computer.

Select a different address
If you experience problems opening this message, try to Open Online

Cisco Registered Envelope Service I




Na er det bare a skrive inn passordet og trykke "Open”. Man far da opp et vindu som ser slik
ut, hvor innholdet i e-posten vises. Hvis dette ikke fungerer, prgve a trykke pa “Open online”
nede til hgyre for Open knappen. Slik ser den dekrypterte e-posten ut:
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Secured Message [Reply | [ Replyall | [ Forward |

From: Test Testesen <Test.Testesen@finanstilsynet.no>

o "ft-testbruker@hotmail.com™ <fttestbruker@hotmail.com>
Date: January 17, 2008 6:01:30 PM GMT+01:00

Subject: krypter: Oversender herved viktig informasjon

Oversender herved viktig informasjon. Av sikkerhetsmessige drsaker har jeg
valgt & sende denne meldingen kryptert.

Med vennlig hilsen
Test Testesen

| Reply| | Replyall | | Forward

© 2000-2007 Cisco Systems Inc. All rights reserved.

Hvis man trykker "Reply” her vil svaret ogsa bli kryptert. Neste gang man mottar en kryptert
e-post er det bare a dobbeltklikke pa vedlegget, skrive inn passordet og trykke ”Open”.



